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Boards of directors have many compelling reasons to get involved in the oversight of information technology (IT), 
not the least of which is this:

Organizations whose boards are actively involved with IT matters perform better financially1. 

If one factors in various IT-related risks around the security and privacy of customer data, the safeguarding of 
intellectual property, and compliance with legal and regulatory requirements and international standards2, the 
conclusion becomes inescapable — 21st century directors can no longer afford to be anything less than tech-
savvy. Despite this imperative, anecdotal evidence suggests that few boards devote enough time and attention to 
IT. Many would like to do more but are uncertain how.

This publication examines the board’s role in providing effective oversight of IT. As with many corporate governance 
issues, the most appropriate approach to IT will vary from one board to another. Therefore, we begin with a discussion 
of the differing roles and importance of IT. The way an organization uses technology may guide the board’s choices 
regarding where it assigns oversight responsibility for IT and the amount of time it devotes to IT issues.

1 A survey conducted by Deloitte Touche Tohmatsu in conjunction with Corporate Board Member found that 61% of directors at 
high-performing companies said their company does a good job of measuring and monitoring IT, compared to just 56% of directors 
in companies as a whole. (Corporate Board Member, 2007 Board and Information Technology Strategies Report).

2 ISO/IEC 38500:2008: Corporate Governance of information technology. www.iso.org.

Introduction

Few boards devote 
enough time and 
attention to IT. Many 
would like to do more, 
the question is how.
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We then examine five critical IT issues for boards to consider. These are:
Enabling IT to support the board. A host of technology tools are available to boards to allow for greater 
board and committee effectiveness. Such tools can foster more frequent communication and allow for the ease 
of sharing of pertinent documents and materials. Furthermore, IT can allow board members to gain insight into 
the organization’s risk management process by providing reports or analytics that can form a basis for future 
boardroom discussion. 

Taking a risk-intelligent approach to IT oversight. Most boards understand there are risks associated with IT, 
but fewer appreciate the full spectrum of these risks. Anticipating risks and discussing them with management 
is an important step, as is acting appropriately if and when problems arise. And while IT is an important tool for 
identifying and managing risks to the organization, technology also presents its own risk issues. Boards need 
to assure themselves they are not missing critical areas of oversight; that they are providing oversight at the 
appropriate level; and that management has workable plans in place to deal with various risk scenarios that 
may impact reputation, finance, regulatory compliance, customer service, and more.

Aligning IT strategy to business strategies. When directors’ involvement in IT heightens, their understanding of 
IT’s role in strategy deepens, and IT becomes more effective in supporting the business and creating value for the 
organization. Directors need to be involved in IT strategy at two levels: understanding the role technology plays in 
enhancing the organization’s ability to achieve its strategic objectives, and the strategy developed for IT itself.

Ensuring major IT projects deliver on their investment. IT represents one of the most expensive costs of 
doing business, and no organization can afford to undertake a major IT project that does not deliver its full 
value. Boards need appropriate information to understand the financial, operational, risk, and reputational 
consequences of the IT project on the overall organization. 

Administering IT education. When a director’s knowledge of IT matters increase, their comfort using IT 
increases. This direct relationship is aided by providing education to the boardroom on a recurring basis. 

The publication concludes with a discussion of the resources directors require to be effective in their oversight of 
IT. Directors do not need an intimate knowledge of every element and nuance of their organization’s IT systems. 
They do, however, need an understanding of IT as a business driver. Yet, many directors feel they lack adequate 
information about IT or a sufficient understanding of IT issues — a challenge that may be resolved through better 
director education around IT and a management conduit to the board who talks about IT in the language of 
business rather than technology. 
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While all organizations benefit from the board’s effective oversight of IT, the most appropriate means of providing 
that oversight will vary from one board to another. Many factors account for this variance, such as size, industry, 
and geography, but perhaps the most important variable is the use and importance of IT to the organization. In 
some organizations, IT functions — production planning, inventory management, financial reporting, payroll, 
etc. — support the business, but are not a business driver. On the other hand, there are organizations whose core 
product or service is fundamentally based on IT; in these organizations, IT is the company. And there are many 
organizations that fall between these two extremes, as illustrated below.

Type 1: IT supports the 
business

Type 2: IT supports 
competitive advantage

Type 3: IT provides 
competitive advantage

Type 4: IT is the 
business

Role of IT Need technology to 
operate the business, 
but the company 
functions if IT 
systems fail
Timeliness and 
accuracy needs do 
not require heavy IT 
investment

Strategy blends 
technology with 
other capital 
(property, plant and 
equipment, supply 
chain, distribution, 
etc.) for competitive 
advantage
Key parts of the 
business depend 
on timely, accurate 
information

IT is a competitive 
differentiator
Timely, accurate 
information is  
often critical to 
business strategy

Business and IT 
strategies are  
tightly integrated
IT is explicit in the 
value proposition
Timely, accurate 
information is 
mission critical

Examples Manufacturer  
with “open-loop” 
supply chain

Manufacturer  
with integrated 
supply chain

Global express 
delivery service or 
online retailer

Provider of fund 
transfer engines 
or financial data 
products

Point of 
contact 
for the 
board

CIO, CTO CIO, CTO CEO, CIO, CTO, CAE CEO, CIO, CTO, CAE

IT as commodity  IT as strategic differentiator

Clearly, the more important IT is to the business, the more time the board needs to spend thinking about it. 
Generally, in Type 4 businesses, the board will address IT at every meeting. In Type 3 businesses, the board may 
choose to cover IT in general board meetings, but not necessarily all of them. Boards of Type 1 businesses likely 
would not cover IT as a broad board topic while boards of Type 2 businesses may or may not address IT as a 
general board topic depending on a variety of factors, such as culture, the priority the CEO places on IT, and 
where the organization is in the investment cycle in IT.

Where does oversight of IT belong on the board?
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The time the board feels it should spend on IT matters often dictates where the responsibility for IT oversight 
is assigned. Since Type 1 organizations typically spend limited time on IT matters, they often assign IT to the 
audit committee. In Type 3 organizations, the board may feel IT is important enough to warrant setting up an 
IT subcommittee to work closely with the CEO and/or the CIO on IT matters. For example, in Australia, the four 
largest banks and the largest telecommunications company all have board technology committees, despite the 
fact that they are not “IT” companies. In Type 4 organizations, all board members may be involved in IT matters — 
perhaps going beyond oversight to taking a greater hands-on role, such as being involved in reviewing technology. 

The organization’s use of technology will also have bearing on the expertise required of directors. Recruiting 
one or more directors with a relevant background in technology may be useful for a Type 1 organization but an 
imperative for a Type 4 organization. Generally, the more important IT is to the organization, the more likely it will 
be that the board’s nominating committee will either be involved in IT or will work with the audit or technology 
committee to help it recruit tech-savvy directors.

Questions for directors to ask:
What is IT’s role and importance to our 
organization? Is the nature of the oversight 
the board devotes to IT appropriate given 
IT’s importance to the business?
Should IT be covered as a general board 
topic, or only at the committee level? If it is 
to be covered by a committee, which one 
would be best positioned to handle IT as a 
committee-only topic?
What background or experience in IT 
should we look for as we recruit new 
members to our board?

What background  
or experience in IT 
should we look for as  
we recruit new members 
to our board?
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Many boards may not take full advantage of the value technology can bring to the operation of the board itself, 
including the way information is delivered to board members. Use of videoconferencing facilities and online 
video links allows fuller participation from directors who cannot attend board or committee meetings in person. 
Director use of e-mail and instant messaging platforms is an attractive way to increase board communication 
between meetings, but must comply with company standards for security and document retention. 

One way to address the security concerns e-mail may present is use of board dashboards or board portals. These 
allow directors to access a secure IT platform or website with relevant information needed for board meetings 
and beyond. Dashboards can inform directors of recent issues affecting the company or its industry and can 
even provide key performance indicators for operating units. Some boards have designed portals that update 
directors with the latest company financials, regulatory filings, minutes from past board meetings, summaries 
of customer complaints, as well as recent headlines about the company, its industry and its competitors. Social 
media is another emerging area supporting board effectiveness. Some boards use social media to track and assess 
consumer sentiment, for example.

Company-wide anti-fraud platforms are another tool directors may use. Direct access to whistleblower hotline 
calls are an example, and may be installed and configured to automatically notify audit committee members of 
whistleblower log entries. 

Intelligent use of data analytics can support decision-making around many of the issues discussed in this report: 
aggregation and analysis of data relating to customers, employees, and operations can be used by directors to 
refine strategies, support decisions, or simply direct board attention where it is needed most.

Role of IT in supporting the Board 

Questions for directors to ask:
Are we taking advantage of 
communication technology such as 
videoconferencing for scheduled and 
impromptu meetings? Are secure IT tools 
such as instant messaging and e-mail 
available to provide updates on relevant 
matters?
Have ‘board dashboards’ or ‘board portals’ 
been made available? If so, have privacy 
concerns been addressed?
Does the board receive electronic 
communications on calls to the company’s 
whistleblower hotline?
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Does the board bring IT into its discussions 
about risk? 

Questions for directors to ask:
Do we devote sufficient time to the 
oversight of IT-related risks given the 
importance of IT to our organization? Does 
management provide the board with the 
information directors need to develop a 
clear understanding of IT risk issues?
Are we aware of the role IT plays in 
helping the organization identify and 
mitigate risks? Are these IT-related controls 
sufficiently robust?
Are we fully aware of the financial, 
compliance, operational, and strategic risks 
associated with IT? Do we know what the 
most material risks associated with IT are?
Has the organization mapped key risks and 
key controls? Have clear accountabilities 
and responsibilities been established?
Do we know whether controls are 
sufficient, operational, and sustainable? Is 
there a proper balance between controls 
that prevent, detect, and correct?
Are we satisfied that plans for monitoring, 
reporting, escalating, and testing are 
sufficient to mitigate identified risks?
Is the approach we take with risk focused 
more on compliance or is it reactive?

 
Should boards bring IT into their discussions about risk? Since many regulators require boards of publicly listed 
companies to take responsibility for the oversight of both their organizations’ risk management systems and 
management information systems, the answer to that question is a definite “yes.” 

Despite the fact that directors agree that IT is important to successfully managing risk, discussions of risk remain a 
reactive topic in many organizations — it occurs only after something goes wrong. 

For example, IT is an essential tool required for disclosure controls and internal control over financial reporting, 
which is why IT risk assessment and management are responsibilities many boards assign to the audit committee.

To the extent that boards focus on IT-related risk, many do so in terms of issues related to business continuity and 
information security. These risks present clear dangers and are, therefore, important areas of focus, but they are 
not the only ones. Some boards also address IT operational risk — the potential for breakdowns or weaknesses 
in IT that affect day-to-day operations in a material way. Far fewer boards address IT strategic risk issues — the 
potential for gaps in the organization’s IT capabilities — or the potential for risks in the IT strategy itself that 
would limit the organization’s ability to realize its business vision or achieve major strategic objectives. Misaligned 
strategic risk may limit the organizations’ capabilities and direction.

Despite the fact that directors 
agree that IT is important to 
successfully managing risk, 
discussions of risk remain a 
reactive topic in many 
organizations — it occurs only 
after something goes wrong. 
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Bring IT into board discussions about the 
organization’s strategy

Questions for directors to ask:
Do we receive adequate information  
on IT — in terms of quality, quantity,  
and timeliness — to keep the board 
actively involved in IT-related issues so  
we can discuss IT strategy intelligently  
and effectively?
How effective has our organization been 
in achieving its key goals and objectives 
over the past five years? Do we understand 
the role IT played in helping achieve those 
goals — or whether IT was a significant 
contributor to not meeting our objectives?
Is IT properly aligned with the business 
vision? Is IT strategy developed to both 
enable and shape the business strategy? 
Is IT spending explicitly planned and 
measured against business priorities? 
 Do we understand the value IT contributes 
to our organization? Are we realizing the 
full potential value of IT? 
 Do we understand the overall costs of IT to 
the organization? Do we know the cost of 
IT compared to our peers and competitors? 
Do we know specific IT costs — per 
customer, transaction, or other metric — 
compared to industry norms? 

Organizations whose boards include IT strategy as a standing topic in their meeting agendas tend to perform 
better than those who do not. In addition, when directors’ involvement in IT-related issues heightens, their 
understanding of the strategic value of IT deepens. Nevertheless, many boards do not discuss IT in the  
boardroom on a regular basis.

Boards have a responsibility for understanding, guiding, and governing the overall strategic direction of their 
organization. Since IT is an integral operating component of virtually all organizations, IT issues should be 
incorporated into the board’s discussions on overall strategy. It is important, therefore, that boards clearly 
understand the role of IT and how it creates tangible business value for the organization. Many directors, 
however, feel their organizations do not do an effective job in monitoring and measuring the value of IT3.

IT plays a significant enough role in most organizations to warrant its own strategic plan, which should, in turn, be 
synchronized with the organization’s overall business strategy. In assessing the IT strategy, directors must ensure 
there is an appropriate alignment between IT goals and objectives and those of the organization as a whole.

Directors, as a first step, must understand how IT will support the business strategy. What functions does IT 
perform, from supporting operations (e.g., payroll, accounting, finance, and risk management) to enabling 
innovation and building competitive advantage (e.g., managing customer relations, integrating processes with 
those of suppliers and affiliates) to actually being the business? Based on the role IT is to play in the organization, 
boards must then evaluate the choices management makes to implement IT capabilities that, in turn, support 
required business capabilities. For example, will the organization build and deploy required IT capabilities in-house 
or should some or all of those capabilities be outsourced to third-party providers? In assessing these choices, 
boards need to consider the associated investments, benefits, costs, and risks. One word of caution: for those 
companies with a global presence or international expansion plans, directors should carefully consider limitations 
imposed by local laws which might impact the technology utilized in a particular region. These can have a direct 
impact on areas like data and privacy concerns, data warehousing, or international data transfers.

3 A survey conducted by Deloitte Touche Tohmatsu in conjunction with Corporate Board Member found that 68% of directors said 
there was room for improvement in the way their company monitors and measures the value of IT. (Corporate Board Member, 2007 
Board and Information Technology Strategies Report).

Do we understand the value IT 
contributes to our organization? 
Do we understand the overall 
costs of IT to the organization?
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Consider the board’s role in overseeing large  
IT projects 

Questions for directors to ask:
Does our board receive the information it 
needs to properly assess management’s 
justification for a major IT investment? 
Do we receive appropriate updates from 
management on the progress of the 
project’s implementation?
Do we examine a major IT project in the 
context of how it fits into the overall 
business strategy? Does management 
evaluate what its impact will be on 
suppliers, customers, and business 
partners? Do we clearly understand how 
the project will affect profitability and 
competitiveness over the longer term?
Have past IT projects achieved their 
objectives? How well do they generate the 
information which management and the 
board require for decision making? Are 
customers and suppliers satisfied with the 
processes created by the technology?

Boards vary widely in the amount of time and effort that they expend on IT-related matters. Consistent  
with this, boards approach their responsibilities with respect to large IT projects in different ways and with  
varying effectiveness.
 
Whether a major IT project has “bet the company” attributes or not, if its implementation is poorly managed, 
it usually has significant financial, operational, and reputational consequences for the organization. Boards, 
therefore, should be sure to devote at least as much attention and scrutiny to reviewing a major IT project as they 
would to any other major capital expenditure. 

Since the board’s role is oversight, directors do not need sophisticated technological expertise to assess the value 
and potential risks of an IT project. Instead, they need to satisfy themselves that the financial, non-financial, and 
strategic attributes of the investment have been properly considered and are aligned with the organization’s 
strategic objectives. Boards should not only inquire about the process that has been put in place to oversee the 
project, they should also track the investment to ensure that the organization fully realizes the benefits of the new 
technology, and effectively manages the associated risks. In some situations, boards may engage outside advisors 
to support the IT governance process.
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Educate the board about IT

Questions for directors to ask:
What is my personal knowledge and 
comfort with IT matters? What is the 
knowledge and comfort of the board as a 
whole with IT issues?
How frequently in the last 24 months have 
there been board education sessions that 
have addressed aspects of IT?
How well does the board know the CIO 
and his/her first-line team? Does the 
CIO communicate with the board in an 
understandable way? How frequently does 
the board interact with the CIO and/or 
senior members of the CIO’s team?

At a time when most directors agree that IT is a critical issue deserving more of their attention, why is it so 
difficult to get IT onto boardroom agendas? Reasons vary. In some cases, the board lacks members with the 
appropriate experience and expertise to be comfortable in addressing issues related to IT. Some organizations’ 
senior technology officers are poorly equipped to communicate and work with the board. And when 
management and the board have not previously established clear and consistent communications on IT matters, 
IT often remains a foreign topic in the boardroom.

IT is a complex issue that is made further challenging by the rapid pace of technological change and 
development. For this reason, some boards provide directors with IT education sessions outside the boardroom, 
similar to strategy retreats, which may be held on the day before or after a full board meeting. A first session 
may focus on the organization’s overall IT structure and objectives, while subsequent sessions may be scheduled 
whenever a major IT development occurs.

Relatively few boards draw upon what may be the best source of IT knowledge within the organization — the 
chief information officer (CIO). Boards should establish a regular reporting relationship with the CIO, similar to the 
relationship with the CFO on financial issues, to ensure that IT communications flow smoothly to the board. It is 
important, however, that these reports be presented in an appropriate way. CIOs must discuss IT in the language 
of “business,” not in the jargon of technology. It may be easier and faster for directors and the CIO to develop an 
effective rapport when board members have the opportunity to interact with the CIO outside the boardroom, for 
example, at a combined board/management dinner prior to a board meeting.

What is my personal 
knowledge and comfort  
with IT matters? What is  
the knowledge and comfort  
of the board as a whole  
with IT issues?
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Conclusion

IT continues to evolve at an ever increasing pace, enabling it to play wider and more valuable roles within 
organizations. Today, IT has become a critical component of — and cost for — almost every organization, with 
all of the associated benefits and risks. No longer used solely to automate business functions, IT is increasingly 
relied upon to build competitive advantage. Yet with the greater power and pervasiveness of technology comes 
increased risks to be mitigated.

As the organization’s use of IT expands, the board’s responsibility for IT oversight grows. Boards need to ensure that 
their organizations maximize the benefits of IT, both through the alignment of IT with business strategies and through 
the ability of IT to help identify and mitigate risks to the organization (including those associated with IT itself).

To be effective in this oversight role, boards need to build their knowledge and understanding of IT. Just as the 
growing complexity of accounting and disclosure issues made financial literacy a mandatory requirement for 
members of audit committees, the growing complexity and pervasiveness of IT is increasingly making IT literacy 
an essential competency for directors. In the future, the existence and contributions of a tech-savvy board will 
become an indispensable component of organizational success.
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Our mission is to 
promote dialogue in 
corporate governance 
among member !rms, 
corporations and their 
boards of directors, 
investors, the accounting 
profession, academia  
and government.
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