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Survey says boards need to improve cyber-risk oversight and knowledge

(December 8, 2016) - Cybersecurity and cyber-risk are both areas where corporate directors need to improve, according
to a new report from the National Association of Corporation Directors.

Fifty-nine percent of those who responded to the "2016-2017 NACD Public Company Governance Survey," which was
released Monday, said they find it challenging to oversee cyber-risk, while only 19 percent said their boards have a high
level of knowledge about cybersecurity.

Leading proxy adviser Institutional Shareholders Services said in November that skills in the boardroom need to
continually evolve, citing cybersecurity as one example. ISS said boards should recognize the need to increase technology
fluency, assess how cybersecurity risk is managed, and assess the effectiveness of its managing programs.

When respondents were asked how they'd rate the amount of time dedicated to cyber-risk oversight, 37 percent said it
was "too little time," 56 percent said they devoted the "right amount of time," and 7 percent said they spent "too much
time" on the issue.

Cyber-risk is addressed at the board level by 41 percent of respondents, NACD said. Cyber-risk oversight can
additionally be allocated to committees, with 51 percent saying it goes to the audit committee, 11 percent allocating it to
a specialized risk committee, and 4.5 percent designating cyber-risk oversight to a technology committee.

NACD found 54 percent of those surveyed said they are "confident/very confident" their company is properly secured
against a cyber attack, 42 percent said they are "moderately/slightly confident," and just 4 percent they are "not at all
confident."

The rating of a board's understanding of cybersecurity risks remained steady in both 2015 and in 2016, when 14 percent
who were surveyed said directors had a "high level of knowledge" in that area. In 2016, 69 percent said they had "some
knowledge," up from 64 percent in 2015, and those who said they had "little to no knowledge" in rating the board's
understanding of cybersecurity risks declined to 17 percent in 2016 from 22 percent in 2015.

"The gap is most pronounced among those companies in the healthcare sector, where 38 percent of respondents indicate
they believe their board has little to no knowledge regarding cybersecurity risks," NACD said in its report.

Despite these findings, NACD said boards aren't looking to fill the cybersecurity knowledge gap with new expert
directors. Only 31 percent of respondents said they sought the advice of external advisers about cybersecurity or have
personally attended continuing education events on the subject.

The survey details responses from 631 public companies and combines responses with data from executive compensation
firm Equilar Inc.
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