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Moderator  

• Don Keller, Partner, PwC Center for Board Governance 

 

Panelists 

• James Barrese, Paypal 

• Dawn Cappelli, Carnegie Mellon University Software Engineering Institute 

• Tony Jimenez, MicroTech 
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• Flavors of cyber fraud – blind spots 

• The “IT confidence gap” 

• New platforms create new risks 

• Preventative measures 

• Reporting to the board 

• Good questions to ask 
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• Insider threat  

• Industrial espionage 

• IT sabotage 

• Who are the cyber thieves? 

• The new breed – “hacktivists” 

• What they are after: 

─ Not just customer data 

─ Intellectual property 

─ Other privacy data 
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The “IT confidence gap” 

IT can be a  
complicated  

and intimidating  
subject 

The “IT confidence gap” 

60% of boards 
want to spend 
more time on 

IT1 

Directors want 
more 

information to 
better 

understand IT 

Board time is 
at a premium:  

majority of 
directors 

spend more 
than 5% of 
their board 
hours on IT 

Most directors 
ages between 
60 and 65  -  
majority of  

professional 
lives in pre-
digital era  

Less than 1% 
of Fortune 

500 directors 
have been or 
are currently 

CIOs2 

 
 

Rapid pace of 
technological 

change 

Highly 
technical 

jargon 

Lack of IT 
guidance for 

boards 
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• Cloud computing 

─ Public 

─ Private 

─ Hybrid 

• Mobile computing 

─ Company-issued devices 

─ Employee-owned devices (BYOD) 

─ High expectations of employees about their “rights” to use 

• Social media 

─ “Phishing” 

─ Inappropriate employee use 
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• Storing the most valuable data in the most secure place 

• Educate employees about data security risks 

• Have an effective risk management framework 

— Only 7% of boards have a board-level risk committee 

— Even fewer boards (2%) have an IT committee   

• Does the company need a CISO? 

• Data security insurance 

• IT budget allocated to security spending  
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• Relevant statistics 

— Number of security breaches 

— Number of cyber attacks 

— Number of successful hacks 

— Detection update 

— Number and duration of unplanned outages 

• “Dashboard” reporting 

• Disclosure in regulatory filings regarding risks and attacks 

• Determine how often to meet with the CIO 

• Agree on amount of board time to spend on IT 
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Examples: 

• What is the company’s perceived level of security risk, comprehensive security strategy, and the controls 
designed to mitigate the risk? 

• How are employees educated on data security policies? 

• How does management test resistance to attacks? 

• What new security–related regulations are being discussed? 

• Are the company’s IT security resources and security spend level appropriate? 

• How does the company protect private data from the risk of theft?  

• What are the company’s internal and external data privacy policies?  

• Does the company have privacy policies related to any data exchanges with third parties? What are they? 

• What are company policies regarding the use of mobile devices? 

• How do employees use social media at work and what safeguards protect the company? 

• How does management address security and privacy risks associated with using the cloud, including backup 
and recovery? 

Good questions to ask about cybersecurity 


